Abstract
Introduction
E-learning systems are becoming one of the largest growing sectors of Web-based systems (Alwi & Fan, 2010) . E-learning uses a wide range of learning activities to meet learning outcomes (Levy, 2008) . In addition to the prevalent use within academic institutions, e-learning systems are a strategic way for organizations from various industries to deliver training to employees in order to improve their skills or obtain certifications (Alwi & Fan, 2010; Kasraie & Kasraie, 2010) . Users interact with e-learning systems through a variety of learning activities. E-learning activities can be categorized as formative or summative e-assessments (Bailie & Jortberg, 2009) . Formative e-assessments are used to identify the gap between current understanding and the desired goal by providing feedback, dialogue, and non-assessed activities. Summative e-assessments are high-stakes activities used for promotion, placement, certification, and accountability. E-learning systems must ensure that users completing e-learning activities are legitimate (Peres, Lima, & Lima, 2014) .
In e-learning systems, activities are completed by users as a means to assess the success of the user's outcomes (Lam, 2004) . In Levy (2008) , critical value factors (CVFs) were used to identify what e-learning activities offer the most value to learners within an online learning system. Levy (2008) defined CVFs as, "the factors that educational institutions should pay attention to in order to increase the learners' perceived value, which in turn may help reduce dropout in online learner courses" (p. 1664). Levy (2008) further categorized the findings by grouping them into five CVFs: (a) Collaborative, Social, and Passive Learning Activities; (b) Formal Communication Activities; (c) Formal Learning Activities; (d) Logistic Activities; and (e) Printing Activities. Levy (2008) concluded that e-learning activities within the first three categories (a, b, & c) have the highest learners' perceived value within e-learning systems, therefore, categories (d) and (e) were not included in this study. Table 1 depicts categories (a), (b) , and (c) along with the elearning activities used within the Levy (2008) study. (Levy, 2008) 
Category
Item Description Collaborative, Social, and Passive Learning Activities 1. Participating in chat sessions (unofficial with other students) 2. Sharing my assignments with the other students (via discussion forum) 3. Sharing my assignments with other students (via e-mail) 4. Participating in chat session (official sessions with the professor) 5. Participating in live voice-chat sessions 6. Reviewing chapters slides online 7. Sending e-mails to other students 8. Reading other students' assignments (via discussion forum) 9. Listening to course audios online 10. Reading e-mails from other students Formal Communication Activities 1. Reading e-mails from the professor 2. Reviewing professor's feedback on assignments (online) 3. Sending e-mails to the professor 4. Reading the professor's discussion forum messages 5. Reading information off the school's site 6. Checking grades online 7. Register for courses online 8. Reading assignments' guidelines online 9. Checking for course(s) updates Table 1 . Adapted From List of the CVFs on Online Learning Activities (Levy, 2008) 
(continued)

Category
Item Description
Formal Learning Activities 1. Replying to students' discussion forum messages 2. Posting new discussion forum messages 3. Reading other student's discussion forum messages 4. Submitting course(s)' assignments online 5. Reviewing other students' personal Websites 6. Developing personal Website, profile, or blog 7. Replying to professor's discussion forum messages Categories (a) and (b) have been traditionally classified as formative assessments. Sadler (1989) described the purpose of formative assessments as a way to identify the gap between current understanding and the desired goal by providing feedback, dialogue, and non-assessed activities that can be developed into learning. Category (c) has been traditionally classified as summative assessments. Rovai (2000) described summative assessments as high-stakes assessments used for promotion, placement, certification, and accountability in learning environments. As depicted in Table 2 , e-learning in an organizational context has grouped learning activities into similar categories' such as instructional, collaborative, practice, and assessment (Fry, 2001) . Table 3 . Tables 1, 2 , and 3 adapted from prior studies that meet the JISC (2006) definition of e-assessments that are either formative or summative, known collectively as elearning activities, were included in the initial survey instrument.
A risk to e-learning systems is when users deliberately reveal their authentication details to allow another user to impersonate them (Apampa, Wills, & Argles, 2010) . Impersonation is considered the intentional collaboration between users with the intent to commit a fraudulent behavior by the misrepresentation of identity potentially undermining the value of the system (Apampa et al., 2010; Gathuri, Luvanda, & Kamundi, 2014) .
As a countermeasure to impersonation fraud, authentication is a critical preventative control used in e-learning systems in order to determine the user's identity (Helkala & Snekkenes, 2009 ). Authentication controls have three common factors that challenge what: a user knows (a password), a user has (a token), or a user is (a biometric) (Furnell, 2007) . Although, a number of differing solutions have been proposed to address this prevailing issue by using authentication controls with a wide variation of strength, there is a lack of consistency in what level of authentication strength is suitable (Jalal & Zeb, 2008; Penteado & Marana, 2009 ). Authentication strength is measured by the combinations of the number and the type of authentication factors used to identify a remote system user (O'Gorman, 2003) . Single-factor authentication is a username/password or personal identification number (PIN), a token, or a single biometric. Passwords can be easily distributed so this authentication method is often considered inadequate to protect critical e-learning activities from impersonation fraud (Apampa et al., 2010) . Biometrics is defined as the identification of an individual based upon the uniqueness of physiological and behavioral characteristics, which is a stronger authentication than simply using passwords (Gao, 2012) . Biometric authentication may only deter impersonation because an imposter can take over the activity once the biometric is matched (Apampa at el., 2010; Levy & Ramim, 2007; Song, Lee, & Nam, 2013) . Due to the ease of use and high user acceptance, single-factor authentication such as username/password, a token, or a biometric is most commonly used to authenticate users within e-learning systems (Jalal & Zeb, 2008) .
To improve authentication strength, two single-factor authentications can be combined into a two-factor authentication (Gao, 2012; Marnell & Levy, 2014) . A two-factor authentication approach is the use of live-proctor authentication along with username/password or biometric authentication. Live-proctor authentication is the observation of remote e-learners via a Webcam and a live proctor over the Internet, irrespective of the location (Kitahara, Westfall, & Mankelwicz, 2011; Hylton, Levy, & Dringus, 2016) . Multi-factor authentication, combining three factors, creates a very strong authentication and improves reliability against impersonation fraud (O'Gorman, 2003; Ross, 2007; Ross, Nandakumar, & Jain, 2006) . The problem this study addressed is that identity and authentication controls do not reliably secure the diverse activities in Web-based systems against user impersonation fraud (Apampa et al., 2010; Prince, Fulton, & Garsombke, 2009 ). Therefore, the research questions this study focused on are organized into 4 sets shown in Tables 4, 5 , 6, and 7.
Table 4. Research Questions on High Potential for Threats of Impersonation
Set 1 High Potential for Threats of Impersonation for E-learning Activities
RQ1a
: What e-learning activities are perceived by users to have a high potential for threats of impersonation?
RQ1b: What e-learning activities users perceived that their peers will identify to have a high potential for threats of impersonation?
RQ1c: How do the e-learning activities perceived by users to have a high potential for impersonation differ than what is perceived by users that their peers will identify? 
Set 2 Suitable Level of Authentication Strength for Assessed E-Learning Activities
RQ2a: What levels of authentication strength are perceived by users to be most suitable against the threats of impersonation for these assessed e-learning activities?
RQ2b: What levels of authentication strength are perceived by users that their peers will identify to be most suitable against the threats of impersonation for these assessed e-learning activities?
RQ2c:
How do the levels of authentication strength perceived by users to be most suitable against the threats of impersonation for these assessed e-learning activities differ than what is perceived by users that their peers will identify? What are the significant components of the levels of authentication strength perceived by users to be most suitable against the threats of impersonation for these assessed elearning activities?
RQ3b: What are the significant components of the levels of authentication strength perceived by users that their peers will identify to be most suitable against the threats of impersonation for these assessed e-learning activities?
RQ3c:
What are the differences between the significant components of the levels of authentication strength perceived by users to be most suitable against the threats of impersonation for these assessed e-learning activities versus than what is perceived by users that their peers will identify? Are there significant differences of perception of high potential for threats of impersonation based on gender?
RQ4b: Are there significant differences of perception of high potential for threats of impersonation based on age?
RQ4c:
Are there significant differences of perception of high potential for threats of impersonation based on e-learning experience?
Methodology
In this exploratory study, an initial Web-based survey instrument was developed to measure users' perceptions about suitable authentication methods. This study also built upon the work of Levy (2006b) that identified the top 10 most valuable activities in e-learning systems, and the work of Levy (2008) that developed CVFs for activities in e-learning systems. This research study used summative and formative learning activities within these categories to identify the activities that users perceived to have a high potential for impersonation fraud. Following the initial development of a survey instrument (Phase 1), the Delphi methodology was used to gather feedback from an expert panel to adjust the instrument to improve validity (Phase 2). Table 8 lists the 18 e-learning activities to be assessed in this study. The survey contained three sections (Section A, B, & C). To answer RQ1a, RQ1b, and RQ1c, Section A asked respondents to rate the following for the e-learning activities listed in Table 8 :
 I think this e-learning activity has a high potential for impersonation fraud by users, and  I think my peers will identify that this e-learning activity to have a high potential for impersonation by users.
Section A used a 7-point Likert scale ranging between the positive and negative extremes (1) 'Strongly Agree', (2) 'Agree', (3) 'Somewhat Agree', (4) 'Neither Agree or Disagree', (5) 'Somewhat Disagree', (6) 'Disagree', to (7) 'Strongly Disagree'.
To answer RQ2a, RQ2b, and RQ2c, Section B asked respondents to rate the following for the elearning activities listed in Table 8 :
 I think the selected Authentication Strength is suitable for the e-learning activity to reduce impersonation fraud, and  I think my peers will identify the selected Authentication Strength as suitable for the elearning activity to reduce impersonation fraud. Section B used a 7-point Likert scale ranging between weak and strong authentication extremes (1) 'Extremely Low Strength', (2) 'Very Low Strength', (3) 'Low Strength, (4) 'Moderate Strength', (5) 'High Strength', (6) 'Very High Strength', to (7) 'Extremely High Strength'. The purpose of using relative authentication strength terms such as 'low or 'high' strength was "to identify combinations that complement strengths and reduce weaknesses against different attacks" (O 'Gorman, 2003, p. 4) . Results from Section A and Section B were used to assess RQ3a, RQ3b, and RQ3c. The same e-learning activities that were assessed for high potential of impersonation were used in RQ2a and RQ2b, respectively. RQ2a and RQ2b identified what levels of authentication strength to be most suitable for assessed e-learning activities. Section C collected demographic data on gender, age, and e-learning experience, while it was used to assess for RQ4a, RQ4b, and RQ4c. The finalized survey instrument was used to collect quantitative data for analyses (Phase 3). The link to the Web-based survey was sent to all e-learners at a single university within the northeastern United States (US). A pre-analysis data screening was conducted to detect abnormalities with the data collected, which resulted in 1,070 cases for final analysis.
The ordinal Likert scale data is described as categorical. However, Carifio and Perla (2007) as well as Norman (2010) (Norman, 2010) .
Since the value of each item represents likeliness of the perception and given the direction of the responses from Strongly Agree to Strongly Disagree, Velleman and Wilkinson (1993) stated that Likert scale data does not necessarily underperform in analyses intended for continuous data with respects to reliability analysis such as Cronbach's Alpha. Given these methodological limitations acknowledged, the parametric statistical analyses were performed for this study.
To answer RQ1a and RQ1b the useful cases were analyzed using descriptive statistics to calculate the means and standard deviations for e-learning activities. The means were sorted from lowest to highest perceived potential for threat of impersonation. The results were separated into two groups: (a) agree -all e-learning activities that have a mean of < 3.0; and (b) disagreeall e-learning activities that have a mean of ≥ 3.0.
Figure 3 depicts the two groups, which shows a clear distinction between the e-learning activities with a perceived high potential for impersonation as opposed to those that do not. The left pie graph identifies four e-learning activities (22%) for RQ1a that had a mean of < 3.0 indicating they have a high potential for impersonation. They were: 'Submit quizzes online', 'Submit exams online', 'Submit assignments online', and 'Submit projects online', which are considered high-stakes summative e-assessments. The remaining 14 e-learning activities (78%) for RQ1a had a mean of ≥ 3.0 indicating they do not have a high potential for impersonation.
The right pie graph identifies five e-learning activities (28%) for RQ1b that had a mean of < 3.0 were the same four from RQ1a but also included 'Participate in text-chat sessions with the professor', which is a formative e-assessment. The remaining 13 e-learning activities (72%) for RQ1b had a mean of ≥ 3.0 indicating they do not have a high potential for impersonation. These results indicate that e-learners do perceive a higher risk of impersonation for e-learning activities that are primarily categorized as summative or as high-risks e-assessment. In order to better secure the e-learning system, e-learning providers would be interested in these results to know which e-learning activities users are more likely to allow for deliberate impersonation. To answer RQ1c, the means and standard deviations results for each group were compared using a paired sample t-test to determine if there were significant differences between the two groups as it relates to perceived threat of impersonation for selected e-learning activities. The results of the paired sample t-test indicated that 12 out of 18 activities had means that were significantly different between the groups and are presented in Table 9 . In each instance the RQ1b mean response for the threat of impersonation was higher than the RQ1a response mean. Although there were significant differences in the means for more than half the e-learning activities being measured, the four activities identified in RQ1a and RQ1b with the highest perceived threat of impersonation were not significant.
To answer RQ2a and RQ2b the useful cases were analyzed by using descriptive statistics to calculate the means and standard deviations for levels of authentication strength perceived by users to be the most suitable against the threat of impersonation for assessed e-learning activities. The means were sorted from highest to lowest level of authentication strength. The results were separated into three groups: (a) High Strength including Live-proctor with a mean ≥ 5.0; (b) Low-Moderate Strength including Biometric with a mean ≥ 2.5 and < 5.0; (c) Very Low Strength with a mean < 2.5. Responses for RQ2a and RQ2b resulted in the same grouping results for the e-learning activities. The two e-learning activities (11%) that had a mean of ≥ 5.0 were: 'Submit exams online' and 'Submit quizzes online'. The second group had three e-learning activities (17%) that had a mean ≥ 2.5 and < 5.0, which included 'Submit projects online', 'Submit assignments online', and 'Participate in text-chat sessions with the professor'. The remaining 13 e-learning activities (72%) had a mean of < 2.5. Figure 4 depicts the three groups, which show a clear distinction between the levels of authentication strength suitable for assessed e-learning activities.
Level of authentication strength perceived by users that their peers will identify as most suitable
for assessed e-learning activities
Level of authentication strength perceived by users most suitable for assessed e-learning activities Figure 4 . Grouped Means for RQ2a and RQ2b (N=1,070) These results indicate that e-learners do perceive that suitable levels of authentication must vary in strength based upon the activity being considered. The five e-learning activities that were identified as having the highest potential of threat of impersonation were perceived to need a stronger authentication method than a single-factor authentication username/password. In order to better secure the e-learning system at the activity level, e-learning providers would be interested in these results to know which e-learning activities are perceived to need a suitable level authentication other than a 'one size fits all' username/password system approach to reduce the risk of deliberate impersonation. There is a perception that summative e-assessments need a stronger authentication method, which includes at least a biometric and/or live-proctor authentication. To answer RQ2c, the means and standard deviations results for each group, RQ2a and RQ2b, were compared using a paired sample t-test to see if there were significant differences between the two groups as it relates to levels of authentication strength for assessed e-learning activities. The results of the paired sample t-test indicated that nine out of 18 activities had means that were significantly different between the groups and are presented in Table 10 . The only two activities that were significant based upon the responses from RQ2a and RQ2b were item 2 'Participate in text-chat sessions with the professor' and item 18 'Submit projects online'. Item 2 had indicated a stronger authentication in RQ2a, whereas, item 18 had indicated a stronger authentication in the RQ2b group. For the other three items identified in RQ2a and RQ2b there was no significant differences indicating that users believed their peers would perceive the same level of authentication strength is necessary for those summative eassessments.
To answer RQ3a and RQ3b, the significant components of the levels of authentication strength perceived by users and those users perceived that their peers would identify to be most suitable against the threats of impersonation for assessed e-learning activities were identifying using Exploratory Factor Analysis via Principal Component Analysis (PCA). The analysis for RQ3a and RQ3b had very consistent results. Both PCA analyses initially suggested eight components sets, each having two items, along with two individual items. Item 14 and item 18 did not load well with the other components. An investigation revealed that although both were identified as having a high potential for impersonation, the literature had some contradictions in terms of how these items were categorized. For example, Fry (2001) categorized both items as formative, lowstakes e-assessments, whereas, Levy (2008) categorized both items as summative e-assessments. In contrast, the other 16 items were consistently categorized as collaborative (communication, formative), practice (ungraded, informal) or assessment (formal, summative) in the literature. This investigation explained why item 14 and item 18 are susceptible to various interpretations in terms of authentication. Following this conclusion and based on the low loadings values for the items, it was determined that removing the items from the analysis provided the best loading of items retained. After the items were removed, eight components were identified. A Cronbach's Alpha analysis on all components was completed to review reliability of the retained components with more than one item. Four components with a Cronbach's Alpha of 0.70 or higher indicating a very high reliability were described by categories used from prior studies as Collaborative: Voice Chat; Practice: Share Assignments; Assessment: Quizzes and Exams; Collaborative: Sending E-mail (Fry, 2001 , Levy, 2008 . Three components that had a moderate Cronbach's Alpha of 0.50 ≥ or < 0.70 were described as Collaborative: Text-Chat, Collaborative: Discussion Post, and Collaborative: Discussion Reply. Yoon, Guimaraes, and O'Neal (1995) stated that in exploratory research values 0.50 and above were acceptable. One component set containing item one and item 17 had an extremely low Cronbach's Alpha of < 0.50 and was removed. The removed component often represents ungraded or informal activities such as practice quizzes or setting up online profile and was identified as highly unlikely to be susceptible to impersonation. Upon completion of the two PCAs, 14 of the 18 items with a factor loading of at least 0.50 were retained in seven components, accounting for more than 80% of the variability. Table 11 lists the items along with their category and activity description (Fry, 2001; Levy, 2008) . To answer RQ3c, it was determined that there were no differences between the significant components for RQ3a and RQ3b. In fact, the factor loadings and the Cronbach's Alpha were very consistent among the two groups. This demonstrated a high reliability in the results for the level of authentication most suitable for the 14 retained activities. Demographic data collected on gender, age, and e-learning experience. Table 12 shows the demographic distribution of the results of the 1,070 study participants. The rate of responses from females was slightly higher than males at: 58% females versus 42% males. A similar distribution of gender frequencies has been in a number of studies on e-learning and, therefore, is a representative of the population of e-learners (Chua & Montalbo, 2014; Ong & Lai, 2006; Suri & Sharma, 2013) . The age of most of the respondents were between 20 and 49 accounting for approximately 90% of the sample. The population mean for e-learners is an average of 34, therefore, the sample mean age was also a representation of the population (Ong & Lai, 2006) . Finally, over half of the respondents had completed at least six to 10 courses in e-learning. The population mean of e-learners was 10 completed courses, therefore, the sample mean e-learning experience was also a representation of the population (Ong & Lai, 2006) . Demographic responses were analyzed using the mean responses for the 18 e-learning activities to see if there were significant differences between the perceptions of high potential for threats of impersonation resulting for RQ1a and RQ1b using an analysis of covariance (ANCOVA). With gender as the control variable, two items showed a significantly difference in means; item eight and item 17. With age as the control variable, only item nine showed a significantly difference in means. Finally, with e-learning experience as the control, no items showed any significant differences. As seen in the results, only a few items showed a significant difference, therefore, a large majority of responses showed no significant differences on any of the demographic variable for the items assessed between RQ1a and RQ1b.
Discussion and Conclusions
This study was exploratory and provided recommended levels of authentication for selected elearning activities that had a perceived high potential for impersonation. Previous studies have indicated that finding suitable authentication is a significant and challenging problem (Apampa et al., 2010; Jalal & Zeb, 2008) . In response, this research explored the need to identify a suitable authentication level specific to an e-learning activity in order to deter IS misuse. Based on descriptive statistics, it was determined that there were a specific set of e-learning activities perceived by users and that users perceived that their peers would identify had a high potential for impersonation. Additionally, the same set of items were identified as needing moderate to high levels of authentication strength in order to reduce the threat of impersonation. A paired sample t-test for means showed that overall there was no significant difference in how the users responded in each group responses (RQa vs. RQb). Significant components were identified and categorized in order to provide a clear list of e-learning activities that are similar in terms of assessment types. The results have made the case that e-learning systems need to authenticate at e-learning activity level for summative e-assessments using suitable authentication strength to ensure the identity of the remote user. The use of stronger multi-factor authentication that involves biometric and/or live-proctor authentication will reduce the opportunity for deliberate impersonation for selected e-learning activities. The results of this study contributes notably to the body of knowledge, and have several implications within the field of IS as well as for future research in the domain of authentication and e-learning. Most relevant is that users do perceive the need for different levels of authentication suitable to the activity being completed, as opposed to a 'one size fits all' systems approach. This is due to the perceived high potential of threat of impersonation on selected summative e-assessments such as exams and quizzes. Although 18 elearning activities were assessed, many were viewed as having a low potential for impersonation due in part to the formative nature of the activity. Only four activities categorized as summative were consistently identified within an e-learning system as having a high potential for impersonation. The findings in this study are relevant to e-learning providers in both academic and non-academic environments where the possibility of IS misuse due to deliberate impersonation can undermine the value of the system (Apampa et al., 2010) . E-learning providers may find it important to incorporate stronger authentication such as biometric and/or live-proctor authentication for summative activities in order to reduce the threat of impersonation fraud.
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